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Abstract
As organizations move away from traditional on-premises
workloads towards cloud deployments, they rely on reactive
workflows in order to scale resources attached to virtual
machines (VMs). This typically requires thresholds to be
crossed before a VM is able to be migrated or scaled up to
accommodate more compute or memory resources. In this
project, we investigate whether machine learning models
trained on VM telemetry data can predict excess CPU utiliza-
tion events before they occur. Using the GWA-T-12 Bitbrains
fastStorage trace dataset, we engineered features alongside
raw data for training predictive machine learning models.
The defined prediction task was to determine, for a given VM
at a point-in-time, whether CPU utilization would exceed
85% within the next 15 minutes.
We trained Logistic Regression, Random Forest, and XG-

Boost models using chronological train-test splits. The re-
sults showed that tree-based models outperformed our lo-
gistic regression model. Random Forest, in particular, was
able to achieve an accuracy of 99.66% on this prediction. Fea-
ture importance and SHAP analysis demonstrated that the
maximum CPU usage percentage over the 15-minute and
30-minute intervals were the key indicators for our mod-
els. This confirmed that workload momentum is the key to
predicting the need for additional VM resources.
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1 Introduction and Research Background
Cloud computing has seen immense adoption within the
last decade with cloud providers like Amazon Web Services,
Azure, Google Cloud, and Oracle Cloud hosting millions
of VMs for critical enterprise workloads [5]. This has led to
challenges in keeping performance stable for cloud resources
which may experience unpredictable demand depending on
time and customer requirements [16].
The key issue has to do with how cloud resources are

allocated to different workloads. When a VM experiences
utilization beyond the capacity with which it was originally
provisioned, this results in slow response times or even out-
ages. These can violate Service Level Agreements (SLAs)
with customers and result in loss of revenue or reputation

Figure 1. Oracle Cloud VM Utilization Monitoring

[17]. Attempting to over-provision cloud resources avoids
these challenges but uses higher amounts of power and in-
creases cloud costs [10]. The typical approach has been to
leverage orchestration platforms that migrate or resize VMs
once a specific threshold has been met for a set period of
time [23]. As an example, a migration could be initiated once
CPU utilization exceeds 90% for 5 minutes. This is a simple
model to apply to most cloud infrastructure environments
but can result in delays between when a CPU spike occurs
and when the system responds and reallocates resources
[32].
This project aims to predict these spikes in CPU utiliza-

tion ahead of time. We specifically look at whether machine
learning models can be trained to predict whether CPU uti-
lization will cross 85% within the next 15 minutes. This is
valuable as organizations can act proactively with migra-
tions or resizing and avoid having any performance issues
before CPU utilization exceeds capacity.

1.1 Related Work
Initial solutions for predicting cloud workload utilization
relied on ARIMA and exponential smoothing [6], which per-
form well for stable workloads but struggle with typical
enterprise spikes in utilization [22]. Prevost et al. [28] looked
at both stochastic and neural models for predicting data cen-
ter load and came to the same conclusion. Islam et al. [20]
looked at linear regression, neural networks, and SVR for
predicting CPU utilization and saw that neural networks
performed slightly better but were much slower in practice
to train. Duggan et al. [14] performed research that showed
ensemble tree methods were able to perform stronger than
single models.
Lorido-Botran et al. [23] studied cloud infrastructure de-

ployment patterns and saw that reactive solutions were the
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most common by far despite performance issues. Qu et al.
[29] applied ARIMA with Random Forest on the Bitbrains
dataset for proactive scaling predictions. Toka et al. [32] sim-
ilarly applied reinforcement learning but had issues with
their findings for real deployments.
The Bitbrains dataset [30] is a publicly available bench-

mark that contains 1,250 VM traces taken from various Eu-
ropean financial institutions. It has been frequently used
for workload classification [13, 26, 30], VM consolidation
[15], and scheduling for better energy usage [3]. Mason et
al. [25] demonstrated that using a rolling variance for CPU
data was a better indicator of high utilization trends than
current values. Shwartz-Ziv et al. [31] showed that ensemble
tree models typically outperformed deep learning models
when applied to tabular data.

Despite extensive studies on cloud utilization, the majority
of these studies apply regression rather than classification
approaches. Very few studies split train and test data by
chronology which risks temporal leakage into models from
research by Arlot et al. [2]. It was also very difficult to find
studies that look at whether a feature like disk I/O predicts
another such as CPU spikes. This project addresses these
gaps while predicting high CPU utilization in VMs.

2 Materials and Data Sources
2.1 Dataset
For this project, we utilized the GWA-T-12 Bitbrains fastStor-
age trace dataset [30] which contains telemetry data from
1,250 VMs connected to fast storage area network (SAN)
storage devices from a distributed datacenter. It includes
data collected at 5-minute intervals over a one-month pe-
riod, primarily for financial workloads. Each row includes
the following information [12]:

• Timestamp: number of milliseconds since 1970-01-01
• CPU cores: number of virtual CPU cores provisioned
• CPU capacity provisioned (CPU requested): the capac-
ity of the CPUs in terms of MHz

• CPU usage: in terms of MHz
• CPU usage: in terms of percentage
• Memory provisioned (memory requested): the capacity
of the memory of the VM in terms of KB

• Memory usage: the memory that is actively used in
terms of KB

• Disk read throughput: in terms of KB/s
• Disk write throughput: in terms of KB/s
• Network received throughput: in terms of KB/s
• Network transmitted throughput: in terms of KB/s

After joining the individual CSVs for each VM, this dataset
contained around 10.8 million individual pieces of data.

2.2 Data Cleaning and Preparation
The dataset provided was well maintained so limited pre-
processing was required to prepare it for machine learning

Figure 2. Bitbrains fastStorage Dataset

Figure 3. CPU Usage Distribution

training. We renamed the columns for better readability in
our results sections. We also created a memory usage per-
centage column to go along with our CPU usage percentage.
Any rows with nulls or negative values were dropped, dupli-
cates were removed, and all timestamps were converted to a
datetime format.

2.3 Data Exploration and Visualizations
Looking specifically at CPU usage distributions in Figure
3, we can see that most usage readings are below the 10%
with a very small amount concentrated at the tail past our
85% threshold. This means that spikes are not very common
in our dataset and are a rare event but need to be weighted
properly for accurate predictions. In Figure 4, we show a time
series for a few example VMs and can see that the behavior
can vary greatly. Some VMs have frequent bursting periods
while others are mostly stable with the occasional spike in
usage. This means that a rolling window approach would be
best to avoid missing these trends.

We also visualized the data with a correlation heatmap in
Figure 5 which demonstrated that CPU usage in MHz and
percentage were highly correlated. CPU usage and memory
usage were also similarly correlated with one another. In-
terestingly, disk and network metrics did not show strong
correlation with CPU usage and appear to be independent.
For the binary classification, we visualized our class distribu-
tions in Figure 6 and can confirm again that spikes are rare
with a strong imbalance.
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Figure 4. Examples of VMs Time Series

3 Research and Methods
3.1 Feature Engineering
By looking at a single entry in the fastStorage dataset, we
would not have been able to determine much information to
predict a spike in CPU usage. For this reason, we created a
rollingwindow to look at a 15-minute period and a 30-minute
period of metrics to guide our predictions. The 15-minute
period was designed to capture faster spikes and changes in
usage, while the 30-minute period provided broader informa-
tion on trends. This could be adjusted further to potentially
capture slower movement as well.
We looked at 6 metrics (CPU usage, memory usage, disk

read, disk write, network received, and network transmitted)
and computed the rolling mean, median, standard deviation,
and max over both of these time periods. We also calculated
the difference in CPU usage for these time periods to capture
how much of a jump there may have been in usage. This

Figure 5. Feature Correlation Heatmap

Figure 6. Class Distributions

provided additional context to the data point for our machine
learning models to leverage.

3.2 Target Variable
Since we are aiming to predict future spikes above 85% in the
next 15 minutes, we had to determine the target variable by
looking ahead at the next few readings in that time frame. To
accomplish this, we calculated the max CPU usage over the
next three readings (15 minutes) and set the target variable
to 1 if it exceeded 85% and 0 otherwise. Since we need to
look ahead, we had to drop the last three rows for each VM
since there would be no future CPU usage data for a given
data point. We can observe the distribution of this in Table
1 which we address through class weighting in our model
training [7, 19].
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Table 1. Target Value Counts

Target Count
0 9129503
1 529217

3.3 Train-Test Split by Chronology
As discussed in the Related Work section, we need to avoid
temporal leakage and make sure that our models only use
past data for predictive learning [2]. For this reason, we
split our train and test datasets chronologically. The first
80% of a VM’s telemetry data enters our training set and
the remaining 20% enters our test set. We scaled these train
and test datasets with a StandardScaler that was fitted on
our training data. One observed issue during runs was the
introduction of infinity values due to feature engineering so
these were replaced by 0 to preserve training stability.

3.4 Models
For predicting whether a VM would exceed 85% CPU usage
in the next 15 minutes, we trained the following machine
learning models:

• Logistic Regression (LR) as a linear baseline with bal-
anced class weights and 1000 iterations [27].

• Random Forest (RF) using balanced class weights, 100
trees, a max depth of 15, and 20 samples per leaf [4].

• XGBoost (XGB) with scaled positive weights, 100 es-
timators, a max depth of 8, a learning rate of 0.1, and
evaluation metric as AUC-PR [8].

These models were selected to compare the linear baseline
with ensemble tree methods to see which would perform
stronger based on similar work discussed in the RelatedWork
section.

3.5 Evaluation Metrics
Due to a strong imbalance in our two target classes, we
compared a number of different metrics including Accuracy,
Precision, Recall, F1, ROC-AUC, and PR-AUC to evaluate
performance of these machine learning models. PR-AUC is
particularly useful for assessing performance when dealing
with data that has strong imbalances in classes [11].

When we look at false positives, they would likely repre-
sent unnecessary migrations or resizing which would incur
additional cost. False negatives can be understood as failing
to identify spikes in CPU usage which could cause perfor-
mance issues or violate SLAs.

4 Results
After training these models, we observe strong performance
in being able to identify CPU usage exceeding 85% within the
next 15 minutes with our training and evaluation approach.

Table 2.ML Models Metrics Comparison

Model Acc. Prec. Recall F1 ROC PR
LR 0.9891 0.8146 0.9883 0.8931 0.9982 0.9336
RF 0.9966 0.9355 0.9950 0.9643 0.9999 0.9987
XGB 0.9961 0.9260 0.9952 0.9594 0.9999 0.9977

Figure 7. Confusion Matrices

4.1 Model Performance
Table 2 displays the key metrics that we observed for our
machine learning models on our chronological test set.
We see that Random Forest has the highest overall per-

formance with an F1 score of 0.9643 and PR-AUC of 0.9987.
XGBoost also performed strongly at 0.9594 and 0.9977. Logis-
tic Regression seems to be less effective when we look at its
lower precision at 0.8146 causing too many false positives.
All of our models performed very well when it came to recall,
which means that they all were good at identifying spikes in
CPU usage.

4.2 Confusion Matrices
The confusion matrices for our models can be seen in Figure
7. All of our models predicted similar amounts of true posi-
tives whenwe look at this table. Logistic Regression produces
20,106 false positives and 1,045 false negatives. Random For-
est cuts our false positives down by 70% to 6,130 and false
negatives down to 448. XGBoost reduces false positives to
7,108 but produces 431 false negatives which is the fewest
missed spikes in usage.

4.3 ROC and Precision-Recall Curves
The ROC curves in Figure 8 for all of our models are tightly
bound to the top left corner which shows they are doing well.
Logistic Regression has a less steep trajectory with an AUC
of 0.9982. Random Forest and XGBoost were nearly identical
with the same AUC of 0.9999.

We can also see the Precision-Recall Curves in Figure 9.
Here we can see some differences in the model behavior
as we examine the tradeoff between precision and recall.
Logistic Regression shows a dip in precision. Random Forest
and XGBoost show almost perfect precision across recall.
When we assess workloads of thousands to millions of VMs,
a small difference in precision could result in significant costs
to organizations.
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Figure 8. ROC Curves

Figure 9. Precision-Recall Curves

4.4 Feature Importance
For Random Forest and XGBoost, our stronger models, we
can take a deeper look at the feature importance rankings in
Figures 10 and 11 to determine which contributed the most
to our machine learning.
Random Forest applied importance across a number of

different features, particularly the different engineering fea-
tures for CPU usage. The rolling max CPU usage for 15
minutes is the most important of these which means it fa-
vors shorter periods. The raw CPU percentage at the time is
valued the second highest.

Interestingly, XGBoost places almost all importance on
the rolling max CPU usage for 30 minutes. This means that
this feature alone is so strongly associated with correct pre-
dictions that it concentrates all the signal there. This makes

Figure 10. Random Forest Features

Figure 11. XGBoost Features

sense since XGBoost tends to prioritize features with the
strongest predictive signal.

4.5 SHAP Analysis
We also used a SHAP analysis to determine the directionality
that may have been missed by feature importance alone [24].
This plot can be seen in Figure 12 with the summary for each
of the features.We can see that the rollingmax CPU usage for
30 minutes has the widest spread and pushes the predictions
positive or negative. The CPU usage percentages at that time
have a similar pattern. We can also observe that the memory
capacity provisioned has an effect on pushing the predictions
positive, which may be due to the fact that larger memory
shapes tend to have larger more spiky workloads attached
to them.

5 Conclusion
These results were very positive for our project and showed
that we can predict CPU usage spikes with strong accuracy.
Notably, Random Forest showed an F1 score of 0.9643 and
PR-AUC of 0.9987 which catches 99.5% of our spikes in usage
with a precision of 93.6%. Since we applied a chronological
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Figure 12. SHAP Summary

split, this is highly applicable to predicting future usage in
real scenarios unlike other studies conducted on this.

5.1 Implications of Results
Both of our ensemble tree models outperformed Logistic Re-
gression with Random Forest being the most effective model.
The biggest difference across models was seen in precision
where Logistic Regression would tend to produce 3x more
false alarms than Random Forest with a precision of 0.9355.
Since all the models show almost perfect recall, the features
seem to have a strong impact in their ability to identify CPU
usage spikes.

In particular, the engineered features played an important
role in our models’ performances with the rolling max usage
for 15 and 30 minutes being important to our predictions.
The feature importance plots and SHAP analysis show addi-
tional impacts of other features on our predictions as well. A
monitoring agent deployed by a cloud hyperscaler or orga-
nization could leverage a small subset of metrics to capture
the majority of performance for these models.

5.2 Tradeoffs
Whenwe look at applying the results from this project to true
cloud deployments, the key tradeoff is between precision
and recall. There is a clear balance between unnecessary
migrations or resizes versus missing spikes in CPU usage.

An organization that has tighter SLAs and more sensitive
customers might opt towards higher recall since the costs of
proactive actions would be overshadowed by violations or
customer impact.

However, since recall was high across all models, we can
focus on false alarms and minimize costs to organizations.
We saw that ensemble tree models achieved far less false
alarms in our study. Given the feature importance findings,
a 15 or 30 minute prediction window would provide orga-
nizations enough time to perform a live migration which
typically takes one to five minutes to scale VMs proactively
[9, 33].

5.3 Limitations
The GWA-T-12 Bitbrains fastStorage trace dataset only con-
tains limited information for around 1,250 VMs which may
not be applicable to larger enterprise workloads. The dataset
may also not be as applicable for more modern workloads,
especially with its concentration of financial workloads. Mod-
ern AI inference workloads and containerized instances op-
erate differently and require additional metrics to predict
accurately. This would require a wider prediction window
to understand seasonal demand fluctuations as well.
VMs also typically share a physical host and so noisy

neighbor effects could affect CPU usage patterns observed.
The chronological train-test split does not allow us to look
closely at activity across VMs. A real production deploy-
ment of this solution would require more detailed feature
information for each interval.

5.4 Future Work
To make this project more generalizable and applicable to
modernworkloads, more recent datasets of traces like Google
cluster [13] or Azure workloads [10] would broaden the
scope. It could also be interesting to utilize a larger prediction
window and see if models could predict spikes in CPU usage
even earlier for better resource planning. Sequence models
like LSTMs could help to capture this, but tree models may
still perform stronger [31]. Measuring true impacts of this
in a closed-loop system could help to truly measure impacts
on costs and SLA violation reductions.
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Appendix 1: AI Usage
AI tools were only used for brainstorming topics for explo-
ration, debugging code issues, and collecting potential re-
search papers for references. All code, research paper writing,
and interpretation of results were completed independently
by the author without any AI assistance.
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